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DETAILED ACTION 

1 . Claims 1-20 are currently pending in the present application. No claims 
have been canceled, added, or amended. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-20 have been considered 
but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

4. Claims 1-4, 6-15, and 17-20 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sony Corporation (Kusakabe), European Patent EP 0817420, 
in view of Hoffmann et al, US Patent 5608800. 

In reference to Claim 1 , Sony discloses an authentication method (see 
Figures 7- 9, Claim 1, and column 2, line 49-column 3, line 17) in which a random 
number is generated (column 8, lines 12-17) and encrypted with a symmetric 
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encryption function using a first key in a first apparatus (column 9, lines 13-17). 
The encrypted random number is sent to a second apparatus (column 9, lines 
18-21) and decrypted with a symmetric decryption function using the first key 
(column 9, lines 31-37), and then encrypted with the symmetric encryption 
function using a second key (column 9, lines 41-48) and sent to the first 
apparatus (column 9, line 57-column 10, line 2). The encrypted random number 
is compared with the originally encrypted random number (column 10, lines 29- 
31 ) after first being decrypted with the symmetric decryption function using the 
second key (column 10, lines 21-28). The two numbers matching authenticates 
the second apparatus (column 10, lines 31-35) and the two numbers not 
matching does not authenticate the second apparatus (column 10, lines 36-39). 
However, Sony does not disclose the calculation and comparison of a digital 
signature as a step of the authentication method. 

Hoffmann discloses an authentication method including encrypting 
random data (column 3, lines 46-48) and encrypting a signature with a symmetric 
key in a first apparatus (column 3, lines 44-45), sending the encrypted data and 
signature to a second apparatus (column 3, lines 49-52), decrypting the random 
data (column 3, lines 65-67) and decrypting the signature with the symmetric key 
in the second apparatus (column 4, lines 4-5), and verifying the signature 
(column 4, lines 6-7). 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify the method as disclosed by Sony by 
including the steps of generating and encrypting a signature along with the 
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random number in the first apparatus and decrypting the signature in the second 
apparatus and verifying the signature, in order to be able to detect the 
unauthorized introduction of data into the transmitted encrypted data (column 1, 
line 61 -column 2, line 6). 

In reference to Claim 2, Sony further discloses that the first and second 
keys are held in both the first and second apparatuses (see Figure 9). 

In reference to Claim 3, Sony further discloses that the first apparatus 
contains a random function to generate random numbers (column 8, lines 12-15). 

In reference to Claim 4, Sony further discloses that the second apparatus 
holds a decryption function (column 9, lines 31-37). 

In reference to Claim 6, Sony further discloses that the second apparatus 
decrypts the random number with the first key (column 9, lines 31-37), encrypts 
the random number with the second key (column 9, lines 41-48), and sends the 
encrypted random number to the first apparatus (column 9, line 57-column 10, 
line 2). Additionally, Hoffmann further discloses verifying the signature in the 
second apparatus (column 4, lines 6-7). 

In reference to Claim 7, Sony further discloses that the second apparatus 
monitors the time elapsed between steps of its processing (column 10, lines 53- 
56). 

In reference to Claim 8, Sony further discloses that the function generating 
the random numbers is held in the first apparatus (column 8, lines 12-15). 
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Additionally, Sony discloses that if the second apparatus is not authenticated, the 
authentication process is terminated (column 10, lines 36-39). 

In reference to Claim 9, Sony further discloses that the first apparatus 
monitors the time elapsed between steps of its processing (column 10, lines 6-7). 

In reference to Claim 10, Sony further discloses that it is determined if the 
second apparatus is valid (column 10, lines 31-35) or not (column 10, lines 36- 
39). 

Claims 11-15 and 17-20 are system claims corresponding substantially to 
the method steps of Claims 1-4 and 6-10, and are thus rejected by a similar 
rationale. 

5. Claims 5 and 16 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Sony in view of Hoffmann as applied to claims 1 and 1 1 
above, respectively, and further in view of Schneier, Applied Cryptography. 

Sony as modified by Hoffmann discloses everything as applied to Claims 
1 and 1 1 above. However, Sony does not disclose the use of digital signatures, 
and Hoffmann does not explicitly disclose the use of digital signatures of 160 bits. 

Schneier discloses that hash functions can be used in the creation of 
digital signatures, and specifically discloses the use of 160 bit hashes (page 38, 
last paragraph). 

Therefore, it would have been obvious to modify the method of Sony as 
modified by Hoffmann to include digital signatures 160 bits in length in order to 
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increase the speed of the signature algorithm (see Schneier, page 38, last 
paragraph-page 39, first full paragraph). 



Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Zachary A Davis whose telephone number is 
(703) 305-8902. The examiner can normally be reached on weekdays 8:30-6:00, 
alternate Fridays off. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Andrew Caldwell can be reached on (703) 306-3036. The 
fax phone number for the organization where this application or proceeding is 
assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). 
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